Lessons Learned in Building and Implementing an Effective Cybersecurity Strategy [video] by Woody, Carol & Creel, Rita
Calhoun: The NPS Institutional Archive
DSpace Repository
Acquisition Research Program Acquisition Research Symposium
2021-05-20
Lessons Learned in Building and
Implementing an Effective Cybersecurity
Strategy [video]
Woody, Carol; Creel, Rita
Monterey, California. Naval Postgraduate School
http://hdl.handle.net/10945/68236
This publication is a work of the U.S. Government as defined in Title 17, United
States Code, Section 101. Copyright protection is not available for this work in the
United States.
Downloaded from NPS Archive: Calhoun
1© 2020 Carnegie Mellon University
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.
Software Engineering Institute
Carnegie Mellon University
Pittsburgh, PA  15213
Lessons Learned in Building and 




2© 2020 Carnegie Mellon University
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.
Copyright 2021 Carnegie Mellon University.
This material is based upon work funded and supported by the Department of Defense under Contract No. FA8702-15-D-0002 with Carnegie 
Mellon University for the operation of the Software Engineering Institute, a federally funded research and development center.
The view, opinions, and/or findings contained in this material are those of the author(s) and should not be construed as an official 
Government position, policy, or decision, unless designated by other documentation.
NO WARRANTY. THIS CARNEGIE MELLON UNIVERSITY AND SOFTWARE ENGINEERING INSTITUTE MATERIAL IS FURNISHED ON 
AN "AS-IS" BASIS. CARNEGIE MELLON UNIVERSITY MAKES NO WARRANTIES OF ANY KIND, EITHER EXPRESSED OR IMPLIED, AS 
TO ANY MATTER INCLUDING, BUT NOT LIMITED TO, WARRANTY OF FITNESS FOR PURPOSE OR MERCHANTABILITY, 
EXCLUSIVITY, OR RESULTS OBTAINED FROM USE OF THE MATERIAL. CARNEGIE MELLON UNIVERSITY DOES NOT MAKE ANY 
WARRANTY OF ANY KIND WITH RESPECT TO FREEDOM FROM PATENT, TRADEMARK, OR COPYRIGHT INFRINGEMENT.
[DISTRIBUTION STATEMENT A] This material has been approved for public release and unlimited distribution.  Please see Copyright notice 
for non-US Government use and distribution.
Internal use:* Permission to reproduce this material and to prepare derivative works from this material for internal use is granted, provided 
the copyright and “No Warranty” statements are included with all reproductions and derivative works.
External use:* This material may be reproduced in its entirety, without modification, and freely distributed in written or electronic form without 
requesting formal permission. Permission is required for any other external and/or commercial use. Requests for permission should be 
directed to the Software Engineering Institute at permission@sei.cmu.edu.
* These restrictions do not apply to U.S. government entities.
DM21-0317
3© 2020 Carnegie Mellon University
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.







4© 2020 Carnegie Mellon University
[DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.
Establish a plan for sufficient system and software cybersecurity engineering to 
ensure the operational mission(s) continue, even under cyber attack. 
• Plan and design trusted relationships. 
• Negotiate appropriate security requirements to ensure confidentiality, 
integrity, and availability with sufficient monitoring in systems and software to 
identify problems.
• Plan and design a system with sufficient resiliency to be able to recognize, 
resist, and recover from attacks.
• Plan for operational security under all circumstances, including designed-in 
methods of denying critical information to an adversary to avoid or minimize 
mission impact.
Implement an Effective Cybersecurity Strategy
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Resources with sufficient understanding of acquisition, development, and security 
must be involved at the right time in the lifecycle for:
• Determining risk
• Defining and monitoring system and component interactions
• Evaluating trusted dependencies
• Anticipating and planning responses to attacks
• Coordinating security throughout the lifecycle
Executing the Plan Requires Cybersecurity Engineering
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Resources with sufficient understanding of acquisition, development, and security 
must be involved at the right time in the lifecycle for:
• Determining risk
• Defining and monitoring system and component interactions
• Evaluating trusted dependencies
• Anticipating and planning responses to attacks
• Coordinating security throughout the lifecycle
These resources must make tough choices and need to have sufficient understanding of 
the impact of their decisions.  Uninformed choices lead to unexpected outcomes.
Executing the Plan Requires Cybersecurity Engineering
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What are trusted dependencies?
• Reliance on services such as cloud and other shared platforms 
• Reuse of code from prior versions, code libraries, open source, etc.
• Integration of 3rd party components into systems
What are the risks?
• Inherited vulnerabilities and limited knowledge of supply chains
• Control of code and patching is outside of the program and must be handled via 
contract or service level agreement (SLA)
• Insufficient responsiveness to security issues 
Details on Evaluating Trusted Dependencies
Programs are trusting dependencies without considering the risk
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Planning for Continuous Focus on Cybersecurity Risk Across 
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Building security into application lifecycles
https://sei.cmu.edu/research-capabilities/all-
work/display.cfm?customel_datapageid_4050=48574
CMU SEI Home Page
https://sei.cmu.edu/
